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IIpaBuiaTa 3a 6e30I1aCHOCT HA YYEHULIUTE B KOMIIIOTHPHATA MpPeEKa B
yUMIIHIIEe

Te3n npaBuia ca paspadorenu ot IbpxkaBHaTa areHuMsl 3a 3aKpHJia Ha JeTeTo, B
napTHbopcrBo ¢ I'slaBHa pupekunusi ,,bopdéa ¢ opranmsmpanara npecTbIHOCT”,
Hanmnonasien umeHTnp 3a 0e3omaceH MHTepHeT, MHHHCTEPCTBO Ha 00pa30BaHHETO H
HaykaTa, Pernonanno ynpasiaenne Ha o0pasoBannero — Copus-rpaj, ppKOBOAUTEIH HA
oOpa3oBareTHH HHCTUTYIUH OT CbI03a Ha padoToAaTe/IMTe B CHCTEMATA HA O BJIrapCKOTO
oOpa3oBanne, CApy:KeHHeTO HA IMPeKTOPUTe Ha yyuanma B P Buarapus.

IeanTe Ha MpaBUiIaTa Ca 12 ce:

° rapaHTUpa NpaBoOTO HA YYEHHLHTE HA JOCTHI /0 MOAX0AsmAa MHpopmMauus u
MaTepuai B HHTePHET MperKaTa;

° OCHIIECTBH TMpeBEeHIUs] M CHHTE3HPa Ha e€IHO MscTO HHpopMauusita 3a
ONACHOCTHUTE B HHTEPHET;

° NMPeI0CTABAT KOHKPETHH HACOKH 32 3aKPHJIa HA YYEHHKA U 0€30MaCHO MOBeeHne
B KOMINIOTHPHATA MpeKa B YYUJIHIIE U B MHTEPHET;

° no00py KOOPAUMHANMATA M OTTOBOPHOCTHTE HA YYACTHHLMTE W/MJIU BCHYKH

3aMHTEPeCOBAHU CTPAHH.

OTroBopHocTTa 3a rapaHTUpaHe MpaBaTa Ha JelaTa W 3allUTa Ha TEXHUTE HMHTEPECH €
CrofielieHa OTTOBOPHOCT MEXKIY CeMeHCTBOTO, OOIIECTBOTO M AbpiKaBaTa, ype3 HEWHUTe
OpraHu ¥ MHCTUTYLUUU. BBIpEKu TOBa, Ta3u OTTOBOPHOCT € pasIpelesieHa, KaTo T ce Iajaa
IIPUOPUTETHO HA CEMEWCTBOTO, MO-CIIELUAIHO HA POAUTEINTE, HACTOWHUIIUTE, ITONEYUTEIIUTE
WIN IpYTUTE JIUIa, IPU KOUTO JETETO € HACTaHEHO, TOraBa Koratro € Ouia npeanpuera Mspka
3a 3aKpHJIa [0 OTHOLIEHUE Ha HETO.

OTuMTaliKK TpyOBaTa aHTAKUPAHOCT HA POAUTENINTE, B HAKOU OT CIy4YauTe U TPYIAHOCTUTE,
KOUTO H3NUTBAT B OTIVIEKIAHETO M BB3IMIUTAHMETO HA JETETO, B OCHOBOIOJArallus
MEXJyHapOJ€eH aKT 3a npasarta Ha jereto Konsenuusara Ha OOH 3a npaBaTa Ha 1€Te€TO, KAaKTO
U B peAula HOPMATHUBHU AKTOBE OT HALMOHAJIHOTO HU 3aKOHOJATEJICTBO, € IIOCOYEHO KakK
00I11€CTBOTO, COLMAJIHUTE M 0Opa30BaTEIHUTE MHCTUTYLMM, U JbpXKaBaTa W3IBIHIBAT TE3U
CBOM OTTOBOPHOCTH 3a OKa3BaHE Ha aJcKBaTHA IOAKpENa HAa CEMEHCTBOTO, 3a 3aKpuja Ha
JIETETO U 32 3aIlUTa Ha HETOBUTE IIPaBa U UHTEPECH.

Cerinacno Konsennusara Ha OOH 3a npasara Ha I€T€TO, POAUTEINTE UMAT IbPBOCTEIIEHHA
OTIOBOPHOCT 3a OCHI'ypsIBaHE BMCIIUTE HHTEPECH Ha JAETEeTO Ja ObJaT I'bPBOCTEIIEHHO
cboOpaxeHue. Ponurenure wiu, cropen ciydas, 3aKOHHUTE HACTOMHMIIM, MOMEUUTENN WU
JIpyru JIALA, IPU KOUTO JETETO € HACTAHEHO, HOCAT OTFOBOPHOCT 3a OTIUIEKIAHETO W
Pa3BUTUETO HA JIETETO.

JIbpkaBaTa, uype3 HEMHUTE OpraHu, TpsAOBa Ja HpeAnpHeMe MOAXOAAIIM CTBIKH, 3a Ja
MOJKPENH POIUTENUTE NPU U3IIBIHEHUETO HA TEXHUTE OTTOBOPHOCTU. AKO HAKOU POJUTEIH HE
MOrarT WM c€ 3aTpyJHsBaT, TO B TE€3U ClIy4al CE€ HaMecBaT OTTOBOPHUTE JIbp)KABHU
MHCTUTYLIMM, 33 1a OCUTYPSAT CIa3BaHETO Ha MPaBaTa Ha JIETETO U 33/I0BOJIIBAHETO HA HETOBUTE
HYXJU. 3aJbJDKEHNE Ha IbPKABATA € OCUT'ypsSBaHE PAa3BUTHETO HA MHCTUTYLIUH, 3aBEJECHUS U
yciyru. B tasu Bpb3ka ponsta Ha 00pa30BaTENHUTE MHCTUTYLUHN € U3KJIIOUUTEIHO BaXKHA U
kirovoBa. Te Morar ga jonpuHecaT 3a 00y4EHUETO U PEBEHIMSITa HA PUCKOBETE HE CaMO Ha



JeraTta, Ho ¥ Ha pOJIUTENUTE, KaTo 0 TO3M HAYMH MOraT Ja MMaT JBOWHA IMoj3a 3a aenara. B
Ta3W IMOCOKA HACTOSIINTE IMPaBHIIA, JaBaT OCHOBHH IO3HAHHS 33 OMACHOCTHTE, KOMTO KpUE
BUPTYaJHOTO MPOCTPAHCTBO C IIEJI OCUTYpsIBAaHE 3aKpujara Ha JETETO OT BPEIHU 3a HEro
UHpOpMAIIUs, MATCPUAITA U KOHTAKTH.

OCHOBHUTE NPUHIMIN 32 pad0Ta B KOMITIOTbPHATA MPEXa B YYWIIMIIE U B MHTEPHET Ca:
1.  PaBeH mocThn Ha BCHUYKH JCIA U YICHHIIH;
2. 3ammra Ha Jenara U yYeHHUIIUTE OT BPEIHO WM HE3aKOHHO ChIIbP)KaHUE U
uH(popMaIUs KaTo: caMOHApaHsIBaHE, THPrOBUS C HAPKOTHUIM, Xa3apT, IMpolaraHaupaHe Ha
BpPE/IHU U ONACHU HAaBUIIM U JIEUCTBUS KaTO aHOPEKCHUsl, OyauMusi, mopHorpadus, ToJeprupane
Ha pa3aM4HU (POPMU Ha HACWUIIME, IPOIOBSIBAaHE HA TEPOPU3bM, €THUUYECKA U PEIUTHO3HA
HETOJIEPAaHTHOCT, CAMOYOUNCTBO U Ip.;
3.  3auunTaHe W 3aIIMTa Ha JIMYHATA HEMPUKOCHOBEHOCT;
4.  TloaroToBKa W KOHTPOJ Ha JelaTa U YUYSHHUIIUTE 3a 6€30MacHO U OTTOBOPHO
IIOBEJICHHUE OHJIAIH;
5.  ChTpyaHUYECTBO B JIyX Ha TOJIEPAHTHOCT M TOOPOHAMEPEHOCT MEXIY YUYWIMILETO H
POIUTENNTE/HACTOWHUIINTE.

KoMmnioTbpHaTa Mpe:ka B yUWJIMIIE CE U3MOI3Ba B yUeOHH YacOBE caMo 3a 00pa30BaTeIHO-
uHpOpMaIlMOHHK U 00pa3oBaTEIHO-BB3MUTATacHHK I1eau. llsmata wMpexa oOxBaiia
KOMITFOTPUTE, WHTCPAKTUBHUTE JUCIUICH W JBCKH, CBBP3aHU C KaOCTHU H/WIM OC3KUIHH
BPB3KH, CHTYHMPAaHH B KOMIIFOTBPHUTE KaOWHETH, OOOpYIBaHW KJIACHU CTal U
aJIMUHUCTPATUBHHUTE TTOMEIICHUS Ha OOpa3oBaTelHATa WHCTHTYIUS, KaKTO M YCTPOMCTBATa
(mepconanHu cMapTQOHU, JIANITONH, TAOIETH U AP.) ¢ O€3KUYEH JOCTHII 0 UHTEPHET.

IleuaTa N YYCHUIIUTE UMaT IIpaBo Ha:

1. PaBCH JOCTBII 10 MPCKATa HA O6p830BaTeJ'IHaTa HHCTUTYLUA, C UBKITFOUCHUC Ha
KOMIIIOTPUTC B A IMUHUCTPATUBHUTEC ITOMCIICHU .

1. paborta ¢ ycTpoiicTBaTa (KOMITIOTPH, JIAITOIU U TaOJIEeTH) B MpeXaTa ¢
MOJIKpernaTa Ha Melaroru4ecky ClielnaIncT.

2. o0yueHue 3a 6e30MacHO U OTTOBOPHO ITOBE/IEHNUE B MpeXkaTa Ha oOpa3oBaTenHaTa
MHCTUTYLMS U B UHTEPHET.

3. nHpopmarus 3a mpaBuiIaTa 3a paboTa B Mpexara.

4. curypHa nu¢poBa cpefa B IeTcKaTa IpaJiiHa U yUHIUILETO.

5. [10JI3BaHE HAa MOOMJIHUTE CU yCTPOWCTBA U3BBH yueOHHUs Ipoliec (ToYuBKaTa U

MEXIy4acusTa), a Py U3PUYHO YKA3aHHUE HA YUUTEN — U B Y4EOHUS Uac 3a EIUTE Ha yueOHUs
IIPOLIEC.

BAKHO!

[IpaBunara 3a Ge3omacHa paboTa B MHTEPHET, KOUTO JI€llaTa M YYECHUIIUTE Ca 3aIbJDKEHHU Ja
cmasBaT, C€ TIOCTaBsIT Ha BHUAHO MSCTO B oOpa3oBaTeHaTa WHCTUTYIMS, KAaKTO M B
KOMITIOTbPHUTE KaOWHETH, TaKa W Ha caiiTa Ha y4uIuIieTo. B HauanoTo Ha yuyeOHaTa roanHa
M0 TOAXOMSAIN HAYMH BCHYKH Jella W TEXHHUTEC POIUTEIN/HACTOWHHIIU/TIONICUUTEIIN CE
3arno3HaBar ¢ TaX. [legaro3ure nepuoIMUHO HAMTOMHSAT 3a TSAX M 32 CUTYPHOCTTa B UHTEPHET B
noaxoasimy (GOpMH U IEHHOCTH, B KOUTO CE BKJIIFOYBAT YUCHUIIUTE U POTUTEIIUTE HM.



Yact I. OTroBopHocTM Ha PBHKOBOAMTEJNHTE HA 00pa3oBaTeJHUTE MHCTUTYUHH, Ha
npodgecuoHaAIMCTHTE, padoTeld ¢ Aena M ¢ HHPOPMANMOHHO-KOMYHUKAIMOHHHU
TexHosgorun (MKT)

JAMpeKTOpPBbT HA YUMIIMILETO:

1. Opranusupa AeiHOCTTa O U3II'BJIHEHUETO Ha TE3U MpaBUiia, U OCUTYPSBA TOCTHII

0 KOMIIOTbpHATa Mpexa, e(peKTUBEH M MOCTOSIHEH KOHTPOJI, IUIAHUPAHETO HAa MEpPKH IO
OpraHu3alMsTa 3a Cclla3BaHe Ha MpaBUJiaTa 3a padoTaTa Ha Jielara U YYSHUIIUTE B MpexaTa U
3aluTa OT BpSAHO UJIM HE3AKOHHO CbABPKAHUEC B UHTCPHCT.

2. OcwurypsiBa mpu TeXHUYECKA BH3MOXKHOCT IpOCIeIsiBaHe Ha Tpaduka,

OCBIIECTBSBAH Ype3 MpexkaTa Ha oOpa3zoBaTeIHATa HHCTUTYIIHS.

3. [Ipu koHCTaTHpaHe Ha Cily4au Ha KHOEPTOPMO3, HE3AaKOHHO ChIbP)KaHUE U
MOBEJACHUE B Mpekara Ha oOpa3oBaTelIHATa WHCTUTYLUS W/WIM B WHTEPHET YyBEIOMSABA
He3a0aBHO KommereHTHUTe opranu — [upekuus ,,CoumanHo mnoamomarane, o

MecTonpeOuBaBaHe Ha yuyeHUKa u [ 1aBHa nupeknus ,,bopba ¢ opranuszupanara npecTbIHOCT,
CrienMaNu3upanusT otaen ,,Kubepnpecrsnuoct Ha MBP. B Te3u cinydan oka3Ba HYXHOTO
ChACHCTBHE HA KOMIIETCHTHUTE OPTaHy C eJ1 yCTAaHOBSBAaHE HA U3BBPLIMTEINTE U IpeIIpueMa
MCpPKH 3a HpOTHBOHCﬁCTBHC U MpEeMaxBaHC Ha CBHOTBECTHOTO CHABPKAHMUE OT MpEXKaTa Ha
oOpa3oBaTenHaTa MHCTUTYIMA. MoJe Jja oTydaBa M KOHCYJITaHTCKa oMol oT HannonamHus
LEHTHP 3a 0e3011aCeH UHTEPHET.

4, Opranu3upa B HAYaJI0TO Ha BCAKA yucOHA TOIMHA 3all03HaBaHEe Ha
YUEHHUIIUTE U POIMTEINTE/HACTOMHUIINTE C MTpaBuiaTa 3a 6e3omacHa pabora B Mpexara.
S. OcurypsiBa OTTOBOPHO JIMLIE (CITYKUTEJ UJIM HAaeT BhHILEH CHEUAJICT), KOETO Aa

U3ITBJIHSIBA q)yHKIII/II/ITe Ha CUCTEMECH aIMUHHUCTpPATOP.

Yuurenure, neJaroru4ecKuTe CHenuaIMCTH M PHKOBOJAUTEJHTE IO HANpPaBJIeHUE
KMMT ca nibXHY 1a:

1.  passcHsBaT npaBuiaTa 3a 6€30MaCHO U OTTOBOPHO MOBEACHUE TPpU paboTa B

Mpexara Ha 00pa3oBaTeIHATa UHCTUTYLUS U B MHTEPHET.

2.  OCBIIECTBSBAT IOCTOSHHO HAOIIOJ€HHE U KOHTPOJ BbPXY paboTaTa Ha

YUCHHULIUTE B MpexaTa Ha oOpa3oBaTeIHaTa HHCTUTYLIUS B y4eOHO BpeMe.

3.  mpenmpuemaT He3a0aBHM MEPKH 3a IPEyCTaHOBSIBaHE HA JOCTHIIA HA

YUEHHUIUTE 1O HE3aKOHHO U BPEIHO ChIbPKAaHUE B MpeEXkKaTa.

4.  yBenomsBaT He3a0aBHO IMPEKTOpa HA YUUIIMILETO MpU

HapylllaBaHe Ha [IpaBUjIaTa, Cllydau Ha KUOepTOpMO3 MJIM IIPU yCTAaHOBABAHE HA HE3aKOHHO U
BPEIHO ChIbp)KaHUE UM TOBEJCHUE B MPEXaTa.

5. Oka3BaT MOJKpErNa Ha yUYEeHHUIM — 00EKT Ha KUOepTOpMO3, Upe3

[I'bPBOHAYAJIHA [ICUX0JIOrMYECKa OJKPena OT YUUIIMIIHUS [1CUXOJIOT, YPe3 pa3roBop OT CTpaHa
Ha I1€/1aror 3a CHI)KaBaHE Ha HAIIPEKEHUETO y JETeTO.

6.  curnamusupar npu Heodxoaumoct Jupekuus ,,ColraaHo noanomMarase’ mo
MECTOKMBEEHE Ha yUEHHKA C 11€J1 OLICHSIBaHE Ha HY)K/1aTa OT HACOYBAHE KbM COLMAIHU YCIIyTH
3a OKa3BaHE Ha MOCJIeBalla MTOAKpETa.

CucreMHuAT AAMUHHUCTPATOP (CJ'IY)KI/ITCJ'I B o6pa3013aTenHaTa HHCTUTYLIUA HWJIM HACT




BBHIIICH CIICIIHAJIKCT):

1. ocurypsia oomara 6e30MmacHoCT U (yHKIIMOHATHOCT Ha MpeXKarta.

2.  mpenjara ¥ npujiara MEpKd, orpaHH4aBally JOCThIIA Ha Jelara U Y4eHUIIUTE 10

BPEIHO MJIM HE3aKOHHO ChAbP)KaHUE U NTOBEIEHUE B MHTEPHET B ChOTBETCTBHE C JEHCTBAIIOTO
3aKOHO/IaTeNICTBO Ha PenyOnuka buarapus.

3. W3BBpUIBA MEPUOIUYEH ITperie/l Ha KOMIIOThPHATa MpeXa Ha 0Opa3oBaTeIHaTa
MHCTUTYIIMS 32 HaJMYKE Ha Bb3MOKHHU 3aIlJIaXU U PUCKOBE 32 CUTYPHOCTTa Ha YUYEHUIIUTE MPU
paboTa B HHTEpHET.

4. cieau Tpaguka, OChIIECTBABAH Upe3 KOMIIOThPHATA MpEXa Ha 00pa3oBaTeIHaTa
UHCTUTYLIHS.

5.  mpeanpueMa HezabaBHU MEPKHU 3a IIPEyCTaHOBSBAHE HA JIOCTHIIA HA JeLaTa u

YUCHHULIUTE 710 HE3aKOHHO U BPEHO ChIbp)KaHUE B MpEKaTa.

6.  yBenoMsiBa He3a0aBHO AMPEKTOPA HA YUMJIUILETO MPU CIydau

Ha KUOEepTOpMO3, HapylllaBaHe Ha MpaBWJIaTa WM HpPU YCTAaHOBABAaHE HA HE3aKOHHO
ChIbPKAaHUE UJIU TIOBEJIEHUE B MPEXKaATa.

7.  cpbAaeicTBa 3a yCTaHOBSIBaHE Ha M3BBPIIMTENN Ha KNOEPTOPMO3 U ITpUilara MepKu

3a OrpaHMYaBaHE Ha TaKUBa CIy4yau.

Yacr |1. [IpaBa 1 0TTOBOPHOCTH HA poaHTEIUTE!

Poauresiure nmat npaso jJa:
1.  momydaBaT MHGOpPMAIKS 32 PUCKOBETE U 3aIlJIaXUTE 3a 6€30MacCHOCTTa Ha
TEXHHTE Jiela TPH pad0Ta B MHTEPHET B YUMJINIIETO W BKBIITH.
2.  ObIaT CBOGBPEMEHHO WH(POPMHUPAHH, AKO JIETETO UM € 00EKT Ha KHOEpTOpPMO3 B
YUUITUIIETO.
3. ydJacTBaT CbBMECTHO C PhKOBOJICTBOTO Ha 00pa30BaTeIHATA WHCTUTYIUS TIPU
paspeniaBaHe Ha BCEKM KOHKpPETeH mpo0ieM, CBbp3aH C HapylllaBaHe Ha MIpaBUiaTa OT CTpaHa
Ha TeXHHTE Jella.
4.  y4yacTBaT ChC CBOM IPEJIOKEHUS B ONPEACIISIHETO Ha MpaBUjaTa U MEPKUTE 3a
0e30I1acHO M3MOJI3BaHE HA UHTEPHET B YUUJIUILETO.
5.  momy4aT uHdOopMaIus 3a HH(POPMAIIMOHHO -CUTHATU3AIMOHHHU TIAT(HOPMH KaTo
www.gdbop.bg; www.cybercrime.bg; www.safenet.bg; www.facebook.com/bgcybercrime.

PoauTenure HOCAT OTTOBOPHOCT Ja:
1. MIOMOTHAT Ha JIETETO CH JIa M3rPajid YMEHUS 32 OHJIAH 00IIyBaHe U 0€30MMacHO
W3M0JI3BAaHE HAa UHTEPHET.
2. OCBILIECTBABAT MOCTOSTHEH KOHTPOJI 32 CUTYPHOCTTA Ha JI€TETO CU B UHTEPHET.
3. MpOSIBSIBAT MHTEPEC KbM aKTUBHOCTTA HA JAETETO CH B MpEXKaTa, BKIFOYUTEITHO U
Ch37aBaHETO Ha NPOQWIM B COIHAJIHH MPEKH W PETHUCTPAlMM B CAWTOBE W MOOWIHH

1 Or crpana na oGpazoBarenHara HHCTUTYIHUS CIEaBa Aa OBAAT IPEANPUETH HEOOXOMMMUTE ACHCTBUS POIUTEINTE
Jta OBJIAT 3aII03HATH C TEXHNUTE NPaBa M OTTOBOPHOCTH M C IpaBHIIaTa 3a 6e3omacHa paboTa B MHTEPHET, KOUTO JieraTa
U YUEHHIIUTE Cca 3aAbIDKEHH JIa Crla3BaT


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.safenet.bg/
http://www.facebook.com/bgcybercrime

IPUIIOKEHUSI, KAKTO U J1a Pa3sICHAT MOCIEACTBUATA OT Ch3aBaHETO U/WJIM Pa3NpPOCTPAHEHUETO
Ha OIPEJEIEHO ChIbPKAHUE.

4.  1pu yCTaHOBSIBaHE, Y€ JETETO UM € J)KepTBa Ha KMOEpPTOPMO3, Ja CUTHAIU3UPAT Ha

otnen ,,KubeprnpecrbrnHoct” kbM ['1aBHA qupekius ,,bopda ¢ opraHu3upaHaTa MpecThbIIHOCT
(http://www.cybercrime.bg/bqg), AU IenTbpa 3a Oe3omaced UHTEPHET
(https://www.safenet.bg/), kakTo U mMorar aa MOTBPCAT ChackcTBUE OT Jupekius ,,COorramHo
nojnoMaraHe’ o MeCTOXKMBEEHE Ha JIETETO C 11eJ1 OKa3BaHe Ha IICUXOJIOTMYecKa MoJKpena Ha
nereto. B To3u ciyuait TpsaOBa 1a yBEIOMAT? U IMPEKTOPA Ha 00pa30BaTENHATA MHCTHTYIIHS.
5. CbXpaHABAT 3[paBETO Ha JETETO, KaTO MPOCIEAIBAT BPEMETO 3a U3MOI3BAaHE HA
HUHTEpHET.

6.  yBemOMST AMPEKTOpa Ha 00pa3oBaTeTHATA HHCTUTYIUS, KOTaTO UM CTaHE

U3BECTHO, Y€ IETETO UM € OOEKT Ha TOPMO3 OT IPYTO JeTe, C KOETO € B €JHO U CHIO0 YUUJIIHILE.

Yacr I1l. O6mm npaBuia 3a 0e3onacHo o0lIyBaHe B MHTEPHeT 3a  y4YeHMIUTe
(apanTHpaHu 32 TAX)

Karo ydeHuk cbM JUTBXKEH Ja Cra3BaM CIEIHUTE MpaBuiia. AKO C€ 3aTPyAHSIBAM B TAXHOTO
pa3bupaHe, MOra Jia rnojyda rojakKperna oT poAUTel WK OT yUUuTeld, 3a Ja MU ObAaT 00sSCHEHHU:

1. [Ja He naBam aruHa nHOpMaIUs: ©UMe, aapec, maposia OT eJICKTPOHHA IOIIIa,
mpouI B colMaliHa MpeXka, JTUYeH TeaeoHeH HoMep, YIUIIHIIETO, B KOETO yua.
2. Jla He naBam nHdopMarus 3a MectopaboTaTa UK JTHYEH U ClTy:)keOeH TenedoHeH

HOMCP Ha POJUTCIUTE, HaCTOﬁHHHHTe, 6HI/I3KI/ITC, NpUATCIINTEC, CbYUYCHUIUTC U ITO3HATUTC CH
0e3 TAXHO pa3pelIeHHue.

3. Jla He M3mpaiaM 1 1a He KauBaM OHJIAH CBOM CHUMKH M BUJEa, 0€3 Mpear TOBa
J1a € 00CHJICHO M B3ETO PEIICHHUE C POIUTEIIUTE MH.
4, Jla He u3npamam u 1a He KaYBaM OHJIAH CHUMKH U BUJEa HA IPUATENH,

ChbYYCHUIIU, POAHUHH, YIUTEIH, OJM3KH, MO3HATH U Jp., 0€3 mpeau ToBa Ja € 00CHACHO C TIX,
a B CITyyauTe, KOraTo Ce Kacae 3a MOH IPHUSTEIH, CbYICHHUIIH, Ja € ChIIIaCyBaHO OT TSAXHA CTPaHA
U C POJIUTEITUTE UM.

5. Jla He OTroBapsM U J1a HE OTBApsM IPUKAYCHHU (ailjioBe HAa €JICKTPOHHA IOIIA,
MoJTydeHa OT Helo3HaT moaarell. Ts Moxke J1a ChAbpKa BUPYC WM JIPYyTa 3J0BPEIHA ITPOTrpama,
KOSITO J1a YBpPEeIU KOMITFOThpa/TenedoHa/Tadiieta WM 1a TO HANpPaBU yS3BHM 33 BHHIICH
JOCTHII.

6. [Ile ce mockBETBAM C POAUTEIUTE CU/YUUTEN, IPESIH J1a CBAJIS UM UHCTAJIUPAM

HOBA Iporpama/mpuIoKeHNe Ha KOMITIOTHP, TeIePOH, Ta0JET, KAKTO U HE MPaBs HUIIO, KOETO
MOXeE JIa YBpEIud KOMIIOTbpAa WJIM 4Ype3 JaeHO JICHCTBHE J1a Ce Pa3KpHST JaHHU 33 MEH W
CEMENCTBOTO MH.

7. Hemara, kouTto npassi B MHTEpHET, HE TPsOBa J]a BpeIsAT Ha APYTH XOpa UM J1a
MIPOTHUBOpPEYAT HAa YCTAHOBEHUTE MpaBuJia (4acT OT TSAX ca YPEelIeHU B 3aKOHH).
8. N3BecTHO MU €, ue € 3a0paHeHo J1a Ce U3IM0JI3Ba UYKI0 OTPEOUTENICKO UME,

rapoJia ¥ eJIeKTPOHHA MOIIA.

2 yBe,IlOM?[BaHCTO MOXKE aa 6’[;,[[6 B YCTHA HUJIK ITMCMCHA (1)0pMa, KaTo 3a NPCANOYUTAHE € TIMCMEHATA TaKaBa.



http://www.cybercrime.bg/bg
https://www.safenet.bg/

9. Ja He nuIIa ¥ Aa HE KaYBaM HHUIIO, KOETO MOXKE J1a € OOMTHO WJIM YHU3UTEIIHO 32

MEH WJIH 32 IPYTH XOpa.

10. Hesza6aBHO uH(pOpMUpPaM BB3PACTEH (POIUTEN, YUUTEI, TUPEKTOP,

Mearorn4ecky ChbBETHUK), KOraTo MOonajHa Ha MaTephaid, KOUTO M€ KapaT Ja C€ YyBCTBaM
HEYZO00HO WM Ha MaTepUald C BPEIHO WM HE3aKOHHO ChIbpKAHHE, KOETO MOXKE Ja Obae
nopHorpadusi, MPOMOBSAIBAHE Ha HACWIHWE W TEPOPU3bM, ETHHUYECKA U PEIUTHO3HA
HETOJIEPAHTHOCT, THhPTrOBUs C HAPKOTHUIIH, Xa3apT U Jp.

11. [la He oTroBapsM Ha ChOOIIIEHUS, KOUTO Ca OOWIHHM, 3aTUIAIATEITHH, HETTPHIMYHA

WJIM M€ KapaT Jia ce 9yBcTBaM Heyno0Ho. MHopMupam poauTennte cu/KiacHUS PhKOBOIUTEN,
YUUTEN, TUPEKTOP, MEIarornuecki CbBETHHUK 33 TAKMBA CHOOLICHUSI.

12.  Axo HsKOI Me 00MX/1a MM TOPMO3H OHJIAlH, He oTroBapsiM. JlokiaaBam ro Ha
OTI'OBOPEH BB3pAcTeH (POAUTEN, YUUTEN, JUPEKTOP, IEAarorn4ecky CbBETHUK). Mora u cam Ja
JIOKJIaJ{BaM, KaTo MOJaM CUTHAaJ Ha CaMHUs CalT MM Ha MOCOYEHUTE aapecu: WwWw.gdbop.bg;
www.cybercrime.bg; www.facebook.com/bgcybercrime; www.safenet.bg u ro Gmokupam.
Jlo6pe e na HampaBsl BeHara eKpaHHa CHMMKa (CKpUIHIIOT) Ha ChOTBETHHS pa3roOBOp WM
ChIBPKAHUE KATO EJIEKTPOHHO JI0KAa3aTEJICTBO, KOETO IMpeJaBaM Ha OTTOBOPEH BB3PACTECH
(ponuTen, yuauTen, TMPEKTOP, MEAArOTHYECKA ChBETHHUK).

13. BuumaBawm, korato pasroBapsiM B uat. [lomus mpaBuio Nel: ue xopata oHIaliH He
BUHArH ca Te3H, 32 KOUTO CE MPEICTaBAT U MOTaT 1a ThPCAT onpeeneHa nHdopMmarus, ¢ KosiTo
71a 3I0YMOTPeOAT ¢ MeH uiH ¢ apyrute xopa. [IpaBuno Ne2 e ue He mpaBsi HUIIO HA APYT YOBEK
B MpekaTa, KOETO HE MCKaM JIa MU C€ CIIyYH M Ha MEH.

14, AKko ce ciryud J1a monajHa Ha nHGopManus Ui APyro chabpkaHue B Mpexara,

KOETO HE MM XapecBa WJIM M€ TUIAII 110 HSIKaKbhB HAUWH, MOTa JIa T0JIJaM CUTHAJI Ha JICHOHOIIIHATA
u OesnyatHa Hanwuonamnata TenedonHa JmHHMS 3a  Jena 116 111, Ha  ormen
,,Kubepnpecrsrnuoct™ na I'JIBOII (http://www.cybercrime.bg/bg), na IleaTspa 3a Gezomacen
UHTEpHET Ha ajapec: Www.safenet.bq, nnu Ha Texuus tenedon 124 123, wiu npe3 yaT-moayia
Ha Www.Safenet.bg .

15. Tps6Ba 1a HEe MpHEMaM CpPEIH C JIHIa, C KOUTO ChbM CE 3aIll03Hall/a B UHTEPHET,

OCBEH CIIe/I ChIVIACHETO Ha ponuTenuTe Mu. [IoMHs, ye XopaTa, ¢ KOUTO Ce 3a1I03HaBaM OHJIAWH,
HE BUHArM ca Te3H, 32 KOUTO ce IpecTaBsaT. OnuTBaM ce BUHATH Ja MPOBEPsiBaM i YOBEKbT
OTCpella HauCTUHA € TO3H, 32 KOroTO C€ MPECTaBs upe3 MPOBEpKa MO UMe, UMEITI, CHUMKA U
KOHTPOJIEH BBIIPOC, HA KOWTO OM TpsOBajio Ja 3HAe OTroBopa, ako € HaucTuHa To3u. [lpu
CbMHEHHE MOXe Jla [T0/1aM CUTHAJ UJTH J1a IOThPCs ChBET Ipe3 caiita Ha LleHThpa 3a Oezomacen
uHTepHeT WWW.Safenet.bg.

16.  U3momns3Bam HacTpolkuTe 3a 0€30MaCHOCT U 3aIMTaTa HAa TUYHUTE JaHHHU Ha
COLIMAJIHUTE MPEKU, MOOMITHUTE MPUIIOKEHUS U Opay3bpuUTe.

17.  Hsznoms3Bam ynkuusTa 3a 6e3omacHo chpdupane. [la He mocemaBam CaiToBE B
WHTEPHET, KOUTO Ca ChC ChIbPIKAHKE, HEMTOAXOAAIIO 32 JIETCKA ayIUTOPHSI.

18.  H3znom3Bam TpyaHHU (IBJTH, C TJABHH U MaJKU OYKBU, TU(PHU U CIICIIHAITHA
3HAIM) U Pa3InYHU 33 BCEKU CAUT MapOoJIH.
19.  HM3nosn3Bam aHTHBHPYCHA MpOrpama, KOsITO Clie/iBa PEIOBHO Ji¢ ce OOHOBSIBA.

3aeHO ¢ OTTOBOPHUTE BB3PACTHMU (POAMTEN, YUUTEN, AUPEKTOP), MOAIABPKAM IOCIECIHUTE
aKTyaJIM3UpaHU BEPCUU HA BCUYKU MPOrPaMu U MPUIIOKEHHUSL.

20.  Axo moy3BaM 00IIM KOMITFOTPH, BUHATH MTPOBEPSBAM JAJIM ChM H3JIS3BI/ U337

oT mpoduna cu, cien KaTo CBBPIIM Yaca. B cioyuall, ue Hameps yCTpOHCTBO, HA KOETO APYT
YUEHHMK € paboTwiI, HO HE € 3aTBOPUJI NMpo(uiIa CH, BeAHAra IIe u3Jsiza 0e3 /1a mperiexaam,
IPOMEHSM MM 100aBsM nH(opMaIius B mpoduia my.
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21.  TpsbBa na uMaM MpenBUJ, Y€ KOraTo myOJMKyBaM HEBSpHA U H30MayeHa
uHpopMaLus 3a Jpyr 4OBEK, I0pH C CHATa MUCHJI, Y€ TOBA € IlIera, TOBa MOXKeE Aa J0BelE 10
370ynoTpeda U 10 HEMPUSATHHU NPEKUBSIBAHUS 32 TO3U YOBEK.

CBbBETHU 3A 3IPABETO

3a 1a paboTHTE HAa KOMITIOTHD, 0€3 1a yBPEAUM CBOETO 37paBe, peyBail BpeMETO CH B
OHJIaMH U ouialiH cpeaa, KaTo Cla3BalTe CIECAHUTE IIPaBUIIA!

3A 1A HE YBPEJIUTE 3PEHUETO CH:

3a 1a He yBpeaUTe 3PEHUETO CU:
Pa3CTOAHUECTO MEKIY OYUTEC U MOHUTOPA Tpﬂ6Ba aa 61:,[[6 OKOJIO ITOJIOBUH MCTBDP,

Pa3CTOSHUETO MEXy OUMTE U KJIaBUATypaTa Ja ObJie OKOJIO IMOJIOBUH METHP;
BBPXY MOHUTOpA HE TpsiOBa J1a monaja npsika caIbHYEBa CBETINHA;
He paboTH B cTasi, KbJETO HMa CMECEHa CBETJIMHA — CI'IbHUEBA U U3KYCTBEHA;

BPECAHO 3a OYHUTC €, aKO 3aJ1l MOHUTOPpA Ja UMa IpPO30pcCL] 0e3 IIOpH 1 3aBCCH;
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3a J1a OTIOYMBAT OYUTE, OT BPEME HAa BpEMe Ce€ OTMeECTBa IOrJjefa OT MOHMTOpA U Ce
MoTJIeXkAa Mpe3 Mpo30opeLia Wi KbM Hall-AaneuHust Kpail Ha crasTa BbpXy JajedeH 00eKT;

v elIMH BT B TOIMHATA TIPOBEPsIBail 3pEHUETO CU IIPU OYEH Jiekap (0 TarIMoor).

IIpu padoTa ¢ kIaBuaTypara:

v HC nperLBaﬁ KHUTKaTa, KOraTo MMUuiIcCIiI,
v crbBai JIEKO IPBCTUTC HA PbKATA U OTHYCKaﬁ majaena,
v I[O6p€ € Z1a U3MOJI3BAlll KJIaBHUaTypa € KJIaBUIIIU, KOUTO Ca MO/ JICK HAKJIOH.

IIpu pabora ¢ Mumka:
v Muikara TpsiOBa 1a Obje ¢ pa3Mepa Ha JUIaHTa;

v He JABHXXHW MHUIIKaTa CaMoO C ImaJjica U MaJIKus IIPbCT,

v nomssai noaxoadia ITOJJIOXKKA 3a MUIIIKaTa.

Mebesnte
v crombT TpsiOBa Aa Ob/e Ha KOJENIa, C peryIupyeMa BUCOUMHA Ha CelaikaTa i o0Jieraikara,
KOSITO TP0Ba Jia OCUTYpH OIOpa Ha IPbOHAYHUS CTHJIO B 00JIaCTTa HA KPBCTA;

v Oropoto TpsibBa 1a Ob/e CTAOMIHO U YCTONYMBO Ha BUOpAIHH.



CXEMA 3A YBEJOMSBAHE B CJIYUYAIl HA KHBEPTOPMO3

CucrtemeH Yuuten, sb3nutaren,
agMuUHUCTpaTop pbKoBOAUTEN
(cnyxuTen unu BbHLIEH HanpasneHue VKT,
cneumanncr) ANpeKTop,
neaarornyecku Popvren,
HACTONHWK,
noneyuTen,
Apyr nonaratl

rpuXm 3a

HupekTtop

v
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KPATBK PEYHHUK U JOITBJIHUTEJIHU CHbBETH:

KAYBAHE U CHHOAEJAHE HA CHUMKMU — CHUMKHY UM BUIEO HA J€Te, YUCHHUK, POAUTEIL,
YUUTEIN, TUPEKTOP, ICHXOJIOT, PECYpCeH YUUTEN, OJM3KU, IPHUSTENHN, TO3HATH WA HETIO3HATH JIHIIA
ca IMyOJIMYHO JTIOCTHITHU M300pa)KEHUsI B MHTEPHET, KOMTO MOTaT Ja ca KAaUCHH OT POJIUTEIIUTE WIIH
JIpPYTH YJICHOBE Ha CEMEHCTBOTO, TPHATENH, CbYYSHHIIM W Jp. Te3d, KOUTO ca THu
CIOJICTTVIIN/KauUI B MHTEPHET, MOXKE J1a UMAT U3IISII0 10Opy HaMepeHus KbM Hero/Hes. Korarto
ce Kacae 3a CHHMKH, Ha KOMTO HE CTE aBTOp, CHIIMTE HE MOraT Ja OBJaT TMOJ3BaHH H
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nomnyJsgpu3upanu 0e3 chriacuero Ha TexHus aBTop. Ho TakoBa chIbpikaHuE MOXKE Jla HAKbpHSIBa
JMYHOCTTA U JJOCTOMHCTBOTO Ha JmieTo. [IpenopbunTenHo e 1o HUKaKbB MOBOJ Ja HE CE KayBaT
CHUMKHU Ha JIeTe, 32 KOUTO UMa U Hali-MaJIKOTO CbMHEHHE, Y€ MOrar Ja My HaBpeasT U 6€3 HEroBo
cbriaacue. CrofensHeTo Ha CHUMKH € YeCTO CPEUIaHO SIBJICHHE B COL[MATHUTE MPEXKH, 3aTOBA
OCHOBHA IIPENOpbKa € MOJ0OHU CHUMKH J1a CE CIIOJEIAT CaMO € XOpaTa OT CIIMCHKA C IPUATENN Ha
YOBEKa, KOWTO MCKa Jla KauM CHUMKaTa, W OIlle MOo-7o0pe — caMo ¢ rpynaTta Ha Hail-01m3ku
NPUATETH OT peajHus KUBOT. BaxkHO e, Korato ce cHuMa CbC CMapTQoH, Ja ce yBepuTe, ue
CHUMKHUTE HE C€ KayBaT aBTOMAaTHUYHO B Mpoduia Ha POIUTENS WUJU JAETETO B caliTOBE KaTo
Wucrarpam Hanpumep. B npodunurte cu B conpaiHuTe MpeXu TpsiOBa Jla CTe CUTypHH, Ye CTe
HACTPOMJIM 10CTBIIA 10 CHUMKHUTE CH TaKa, 4e J1a ce BIKJIAT caMo oT npustenute Bu. Couioro ce
OTHacs U 3a HACTPOWKHUTE Ha O0JAUHU YCIYT'H, B KOUTO C€ ChABPKAT CHUMKU U MH(POPMALIHSL.

DAJININBA HOBUHMU — Ch3naTenute Ha (allliBH HOBUHU M3IOJI3BAT TPATUIIMOHHU
MEIMIHYU TTOXBATH 3a MPUBJIMYAHE BHUMAHUETO HA YUTATEJsI, HAPUMEP MPOBOKUPAIIM 3arjlaBusi,
HO yCIIBaT Ja ro 3a0Jy[asaT U J1a ro HakapaT Ja MOBspBa, ue MHPOpMAILHATA, KOSITO 4eTe, €
WCTUHCKA.

Kak na pa3no3naem ¢aamuBUTe HOBUHM:

° [IpaBeTe pa3nuka MeX1y XyMOPUCTHYHU U CEPUO3HU HOBUHAPCKU CalTOBE. 3alMTaNTE ce
— MO3HaBaTe JIM MeAUATa U UMate Ju u noBepue? [IpoBepere nanu 3ariaBUETO, KOETO YECTO €
T'PBMKO ¥ IIOMITIO3HO OTTOBaps Ha ChIbP)KAHUETO Ha HOBHUHATA;

° [TpoBepeTe Aanu KypHAIUCTHT € MOCOYMI KOHKPETHO U3TOYHMKA Ha MHPOPMALIUS HITH
nHpopManuaTa ce Oa3mpa Ha Jpyra craThs. [IpoBepeTe nanu OCHOBHHAT W3TOYHHK Ha
uHpOpMalus € JOCTOBEepeH. BuHarm moriexaaiite Ha4yajaoTO WIM Kpas Ha CTaTUATA, KBICTO
OOMKHOBEHO € MOCOYEH M3TOYHUKBT Ha MH(popManusa. AKo ce kKacae 3a MHPOpMAIHs, KOSTO
IIPOM3JIN3A OT IbpPKaBHA MHCTUTYIUS, IpOBepeTe o(pUIMaTHaTa i CTpaHuIa Janu Gpurypupa tasu
HOBHHA WJIM MTOTBHPCETE EKCIEPT [0 TeMaTa OT JaJieHaTa MHCTUTYIUs. AKO HE € TOCOYEH U3TOYHHUK,
€ PEelIHO J1a ce ChbMHABATE B IOCTOBEPHOCTTA Ha HOBHHATA. B MoBeueTo 10CTOBEpHHU MaTEpUalH ce
MOCOYBA HaYMHA Ha ChOMpaHe Ha MHPOPMAaIMATA ¥ aBTOpa Ha MyOaukanusaTa. [IpenopbunTenHo e
7la ce CpaBHU MHPOPMALIUATA, aKO € MYOJIMKyBaHa B PA3IMYHU U3TOUHUIIH;

° Axo nonasHere Ha craTus, NyOJMKyBaHa B HENO3HAT 3a Bac 0Jior, a MH(popMaLusaTa He €
THpa)XKMpaHa HUKBJE APYyraze, ToBa € 3HaK, 4e HOBUHATa MOXke Ou e amumBa. Bunaru Tepcere u
IpyTy pe3yiaTaTd 1Mo TeMarta, a ako T€ ca MaJIKO WJIM HUKaKBH, MO-700pe HE pa3NpocTpaHsIBaiTe
HOBHMHATA;

° [TpoBepeTe naTaTa Ha MyOIMKAIMATA, Thil KATO YECTO CTApU M HEAKTyaJHH HOBUHU CE
MyCKaT KaTo HOBH.

OHJIAVH (KHBEP)TOPMO3BT MPEICTaBIsABa U3MO0JI3BAHETO HA HHTEPHET 34 HAHACSHE Ha
eMOIIMOHATHA Bpe/ia BPXY APYru Xopa. TOpMO3bT B UHTEPHET MOXKE J]a IMa PA3IUIHH (POPMHU.
Toil Moxke 1a MHUHABa Ipe3 Pa3NpOoCTpaHsSBAaHE HAa MOAMIPABATEIHU U OOMJAHM CHUMKHU U
BHJICOKJIMIIOBE B CalTOBE 3a CIOACIISIHE Ha BHJACOCHIbpkaHHe katro Vbox7 um YouTube,
ch37aBaHe Ha (almMBU NMPOPHUIN ¢ OOMIHO ChABPKAHHUE B COIMATHH Mpexu kato Ask.fm,
®eiicOyk u MHCTarpam, KakTo U B CbOOTICHHS U N300 payKEHUS B IPUIIOKECHU ST 32 KOMYHHUKAIUS
karo Ckaiin u Baitobp, wim B u3npamniaHeTo Ha OOUTHU CHOOIIECHUS M KOMEHTApH, B CHIIUTE
caiiToBe U TIaTHOPMHU.

KPAKBATA HA INTPO®UJI (xakHaT nmpoguia) NpeACTaBiIsBa IPUCBOSIBAHETO HAa YYkKN



notpeduTencku npoduia B couuaiHa Mpexa, mardopma 3a obmyBane (Hanpumep DeiicOyk),
SNIEKTPOHHA ToIa Win JIpyr caiT. KpaxkGaTta craBa Bb3MOXKHA 4Ype3 BIM3aHE C MpaBHUIIHATA
napoJia ¥ HeliHaTa IoAMsIHa C HOBa U HEM3BECTHA 33 YOBEKA, Ha KOTOTO ITPHHAICKHU MPO(UITBT.
Bb3MokHO € cien kpaxoOaTta mpouiIbT Ja Ce M3IO0JI3Ba 0€3 3HAHWUETO M ChIJIACHETO Ha
I'bPBOHAYATHUS COOCTBEHUK. AKO Ha JIeTe M0]] 33AbDKHTEITHATA 33 TIOBEYETO COLMAIHU MPEXKHU
BBb3pacT OT 13 roauHu (Ta3u BB3pAcT € TakaBa, 3all0TO IMO-TOJIIMAaTa YacT OT MOMYJSAPHU
COIMAJTHU MPEKHU Ca aMEPUKAaHCKU M TIpaBUJIaTa 3a MOJI3BaHE ca ChOOPa3eHH C aMEPUKAHCKOTO
3aKOHOJATEJICTBO) Ce Ch3JlaBa coOCTBeH Mpodui BbB DelicOyk, MHOTO € Ba)KHO Ipu u3bopa Ha
BB3PACT J1a ce u3depe moja 18 roJuHu, Thil KaTo 3a HEMbIHOJIETHUTE MOTPEOUTEH UMa BAXKHU
JOI'BITHUTEIHN 3aIUTH.

KPAXKBATA HA JIMYHU NJAHHU e Bua KOMIOIOTBPHO MPECTHIJIEHUE, MPHU KOETO CE
npUa0OUBAT UYKIU JIMYHH JAHHU ¢ 11e]1 GHMHAHCOBA U3MaMa M 3J10ynoTpeda KaTo TerjaeHe OT
0aHKOBa CMETKa, UM KaHIUAATCTBAHE 32 KPEIUT OT UYKJI0 UMe. Ta3u ornacHOCT MO MPUHIIUII
HE 3acsra no-MajkHuTe Jela, KOUTO He MPUTEKABAT JIMYHU JOKYMEHTH, OAHKOBU CMETKH WJIU
kaptu. Ho npu tuitHeixppuTe Ha 14-roguinHa Bb3pacT TO3U PUCK CTaBa aKTyaJscH.

OUIINHIT ATAKUTE ca nHaii-pa3npocrpaneHata ¢opma Ha MHTepHET M3MamMa U IIUPOKO
U3IOJI3BaH MOXBAT OT KOMIIOTHPHU IMPECTHITHUIIM 32 TOTy4aBaHe Ha BaskHa nH(opmanus. Tosa
npecThIIeHue ce Hapu4a ,,¢pumuHr’” (,,phishing” — "3apubsBane”, nmpousnmsa ot fishing —
puOOJIOB), 3alIOTO E€JIEKTPOHHHUTE CHOOIIEHUs, KOUTO C€ pa3mpamiat, ca KaTo ,,BBIUIN C
OCHOBHA 1] TOJy4yaTeIuTe Ja C€ ,XBaHAaT Ha TIX TMOpPaad CBOSTA HEOMUTHOCT U
HEOCBEJIOMCHOCT, KATO UM OTrOBOPAT. [Ipn pUIIMHTa M3MaMHUIIUTE pa3mpamar eJIeKTPOHHA
MoIa, KOsTO MpeTeHANpa, Y€ UaBa OT MOYTEHA KOMITAaHUS U CE ONMUTBA Ja yOeau MoTydaTes
Ja najie BakKHA JIMYHA WK uHaHCcoBa MHMopMalus. EXeKTpoHHOTO choOIIeHne OOMKHOBEHO
MOJIH J1a C€ M3MPATAT JUYHU JaHHU U JTaHHU 32 0aHKOBa CMETKa B OTTOBOP WJIM Jia C€ BhBEIaT
Ha yeOcaiT, KbM KOWTO UMa Bphb3Ka. Te3u JaHHU ca HampuMep MOTPeOUTENICKH UMEHa, TTapOJIH
¥ HOMEpa Ha KPEIUTHHU KapTH.

KAK CE IHA3APYBA BE3OINACHO B UMHTEPHET? Ilpenu na mnasapyBaTte OT
€JIEKTPOHEH MarasuH, € MOJIe3HO /1a 00bpHETEe BHUMAaHUE HAJIMYHA JIM € UH(OpMaLHs 32 UMETO,
anpeca u tenedoHa Ha Thprosemna. He mpomyckaiiTe 1a mpoBepUTe W JAld JOCTABUUKBT €
MOCOYMJI U3PUYHO MPaBOTO B Mo 3aK0H J1a ce OTKa)KeTe OT MOpbUKaTa B paMKuTe Ha 14 gHwu.
[Tone3no Ou Ouyo 1@ mpouerere BbB (POPYMUTE OT3UBH OT JPYTH MOTPEOUTENN, KOUTO BEYE ca
na3apyBajy OT BBIIPOCHUS €JIEKTPOHEH Mara3uH, KbM KOMUTO CT€ c€ HAaCOUYMIMU. ThProBelbT €
JuTbKeH na Bu undopMupa 3a OCHOBHHTE XapaKTEPUCTHKU HA BCSAKA OT MPEJIaraHuTe OT HETO
CTOKHM | yCiIyru. Toil TpsiOBa Ja MocoYM TAXHATA [€HA ¢ BKIIOUYEHH BCUYKU JIAHBIU U TAKCH,
KaKTO M CTOMHOCTTA Ha IMOILIEHCKUTE WJIM TPAHCIOPTHUTE Pa3XOJH, aKO HE CE BKIIOYEHH B
KpaliHata neHa. Ha calita cimeaBa jga ObjJe MOCOYEH HAYMHBT HA IUIAIIAHE, JOCTABKA H
M3I'BJIHEHUE Ha JIoroBopa. Barme mpaBo € a BbpHETE, 3aKyleHaTa OT €JIEKTPOHEH Mara3uH
CTOKa, ako ce okaxke nedekTHa. Pexnamarusara cu 3a 1eeKTHA CTOKA CJeIBa J1a MPEASBUTE B
HAKOW OT OOEKTHTE Ha TBHProBela, OT KOWTO CTe S 3aKymHIH. AKO TBPrOBEIBT YBaXH
peknamarnusaTa Bu, B pamkuTe Ha Mecel TpsOBa WiM J1a peMoHTHpa Oe3rnaTHo 3a Bac crokara
WJIU J1a 1 3aMEHHU C HOBA. B ciydail ue He ycree 1a CTOpY €4HO OT ABETE, Cle/IBa WM Ja HaMaJu
LIEHATa, WJIK J1a BBPHETE CTOKATa, a TOM J1a B Bb3CTaHOBH 3amniaTeHara 3a Hes cyMa.



SAIIUTA HA KOMITIOTBbPHUTE MPEXU OT OITACHA EJIEKTPOHHA ITOIIIA

1. He TpsbBa nma ce mposiBABa WHUIMATHBA 3a TOJy4YaBaHE HAa MMEWUJI MHCMa, HHTEPHET
CTpaHUIM, KOUTO MpeAnarat 0e3niIaTHy WK MJIaTeHU YCIYTH U CTOKH, YECTO Mpeaiaramy aa
BHU U3IPATAT IpoMonuH 1o e-mail. OTkaxkere TakaBa yciyra.

2. Nmeiin agpechT ce criogens camo npu Hyxaa. KoraTto ce mpeaasa Mo eIuH WM APYT TOBOJ,
ce BHHMMaBa 3a CJEIHUTE J[BE€ HEIa: I'bPBO Jaji OpraHU3alUsATa WU YOBEKHT, KOUTO IO
MOJTy4yaBar, 1€ BU U3MPATH HEeXeEJNaH MUMEI; BTOPO, MOXe JIM /1a Ce pa3unTa, 4e UMeil aapechT
HsIMa J1a ObJIe a/IeH Ha TPETO JIUIIE.

3. He ce otBapsT nMmelinnTe B HexenaHa moma. Hukora He ce oTBapsiiiTe mpukaueHu (aiinose
B CHOOIIIEHUS OT HEMO3HAT M3MNpainiad. AKo He ce M03HaBa HMETO B 1MOJeTo ,,OT”, He OTBapsiiTe
npuKadeHus (ai.

4. AKo ce MoJay4Yl HEO4aKBaHO ChOOIIEHUE ChC CTPAaHEH MpUKaueH (aiiia oT mo3HaT U3Mpaliay,
TO OM MOIJIO Ja ChAbPKa BUpyc. MHOIO 3JI0BpeJHU MPOTrpaMu ce pa3npoCTpaHsIBaT 10 BCHUKH
KOHTaKTH, KOUTO HAaMEPAT B IOLIaTa Ha 3apa3eHusl KOMIIOThP. TakuBa chOOIIEHUS YECTO UMAT
CTpaHHa Te€Ma WJM KM€ Ha IpukadeHus ¢ain. Yecro ToBa € HIETOBUTO CHOOILEHHE,
HacbpyaBalllo IOJyyaTess Ja BUAM KapTUHKA WIM Jla MpoyeTe MpPUKaueH TEKCTOBU (aiii.
BuHaru u3ucKBaiTe MOTBBPXKACHHE OT M3Mpalnaya, Mpeaud Ja OTBOPUTE CHOOIIEHUE WU
npukaudeH (ail oT TakbB BHI.

5. IIpoBepsiBa ce MBJIHOTO MME Ha MpuKadeHus ¢aiin. CKpUTUTE pa3MIMPEHUss OT UMETO Ha
daiina MoraT na 3a0ayaaT Aa OTBOPHUTE 3apa3eH npukadeH (aitn or mmeina. Bunarm ce
IpoBepsiBa Jajdd HMeEIl NPUI0KEHHETO ITOKa3Ba ITBJIHOTO MME Ha NpuKaueHus Qaii,
BKJIFOYUTENIHO pa3lipeHueTo. Bupycu u yepBen moraT Ja ce CbabpXkaT BbB (hailiioBe, KOUTO
U3MIISKAAT KaTO KapTHHKH, HApuMep ¢ pasimupeHue .jpg. Ho e Bb3MOXKHO a2 UMaT CKPUTO
pasummpenue, KaTo .eXe uin .VbS kbM numeTo Ha (aitsia, KoeTo 03Ha4aBa, 4ye MPUKAYCHHUST (Paiii
HE € KapTHHKa, a Iporpama, KosTo IIe ce CTapTUpa, IOM Ce OTBOPH IMpUKayeHUs (aii.

6. BunMaBa ce ¢ ¢anmuBuTe NpeaynpexaeHus 3a Bupycu. QanmmBuTe NpeaynpeKIeHus 3a
BUpycu ca u3BecTHH Karo "hoaxes". ToBa e ¢anmmBo cbhoOIIEHHE, KOETO MOABEX]a
notpeduTenuTe na BSpBaT, Y€ ca MONYyYWIM BUPYC U TH HachbpuaBa Ja MpenpaTiT
IPEAYNPEXIEHUETO HA BCEKH, KOTOTO IIO3HABAT.

7. He oTBapsiiTe uMeils, chaAbpKall HexkenaHa pekiama. Toil Moxe 1a ObJe M3Moi3BaH 3a
IpeHacsiHe Ha BUPycH U 4yepBen. OT choOpaxeHus 3a CUTYpPHOCT Ou TpsOBaslo Aa U3TpUBATE
BCUYKH PEKJIAaMHU ChOOIIEHUS OT HEMO3HAT U3Mpallay BeaHara, 0e3 aa r'u oTBapsTe.

8. He ce u3nosn3Ba caMo efHa MOIIEHCKa KyTHs 3a BCHUKO. CHeHaIucTUTe o KUOepCUrypHoCT
MPErnopbYBAT /1a C€ OTKPUBAT HAKOJIKO Pa3IMYHU MOIIU U 1a CE€ Pa3JessT 110 NpeiHa3HAYEHHE.
9. N306srBaiiTe CHIO Taka Jia MpenpamaTe MIcMa MEKIY HIKOJIKO BAaIld MOIEHCKH KyTHH.

10. He e mpemopbumTeNnHO 1a ce Mperpamar mucMa 0 HSAKOJIKO YOBEKa €IHOBPEMEHHO.
Oco0GeHo TakuBa, OT TUIIA - "penpaTeTe ro 10 7 4oBeKa U I1i€ BU C€ CIIy4H Hello xybaBo" i
"momMoruere Ha O0JHOTO MU JIETE, KaTO MpeNnpaTuTe TOBA MUCMO HAa MHOT'O XOpa, €11 KOU CH 1I1e
MU J1aJie 3a BCEKU 3 MMeilna 5 1eHrta, HampuMmep. Te3u mucMma ce pa3mpocTpaHsBaT C 1€
chOMpaHe Ha JCHCTBUTEIHM MMEWJ aJpecu, ThH KaTO NpPH MpenpainaHe, KbM IMHUCMOTO Ce
J100aBAT aBTOMATHYHO U aJIpecUTe Ha MpeAHuTe noiay4yarenu. Cien HIKOJIKO MpenpaliaHus, B
€/IHO TaKOBa IMUCMO C€ ChOMPAT HAKOJKO CTOTUIM PEaTHU UMEII ajipeca, KOUTO Clie/l TOBA Ce
pojaBat Ha (UPMHU 3a CIIaM.

11. Ako Bce mak McKarte Jia mMpenpaTuTe HIKAaKbB TEKCT UM WH(QOpMaIHs, KOSITO CT€ TTOTyYHIIH,
KOIIMPANTE TEKCTa U I'0 U3IIpaTeTe KaTo HOBO nmucMo. He npenpaiaiite npe1HOTO, BBIIPEKH Y€
€ IpUMaMIIMBO MO-JecHO. Taka 1e npeanasuTe NpusaTeNIuTe CU OT OBIEI ClIaM.



12. Ako mopanu HIKaKBa MPUYHMHA IBPXKHUTE J1a TMPEIPATUTE OPUTHHAIHOTO MUCMO, CIIOXKETE
aapeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKO# OT IOJy4YaTeIuTe HsIMa J1a BHIN
ajpecuTe Ha Jpyrure mnoiydarend. [IpuumHata na ro u3MNoi3BaTe HE € Ja CKpUeTe
MoJy4yaTeNuTe €AWH OT JpYyr, a Ja T'M NpeAmnasuTe, B ClAydall 4e aJpecHata KHHUTa WIH
eNIeKTPOHHATA TOIIIa Ha HAKOU OT TSAX CTaHe JOCTHhITHA Ha CIaM-00T (HarmpuMep mopajiyu BUpyCcHa
HH(EKIUS HAa KOMITIOThpPa MY).

13. Ilewanba ot notapusi: He cre crneyenuad. CrnaMmbpuTe H3MOJI3BAT Hal-pa3IMyHU
NpUMaMJIMBH 3arjaBusi Ha THCMaTa, 3a Ja HakapaT IoJjiyyaTens Ja T'd OTBOpU. MHOro
noTpeOUTEeN HaWCTUHA OTBApAT NMOAOOHM mucMa. Jlopu ciex OTBapsHETO BeaHara Jia ro
U3TPUETE, CAMOTO OTBapsSHE HA MHUCMOTO OM MOTJIO JIa TOTBBP/IH, Y€ aIpechT € pealiecH U Bue
CT€ T'0 MOJYYHIIH.

14. OtnucBane OT 0I0JIETHH, 32 KONTO HE IOMHUTE Ja CTe Ce 3amucBaiu. YecTo cpelal MeTo,
U3II0JI3BaH OT CIIaMbPHUTE 32 HAMUPaHe Ha aKTUBHUTE MOUIEHCKH afapecu. M3npaiia ce 6ro1eTnH
C JIMHK 3a oTmucBaHe (yX) OT mojdydaBaHeTo My. OTHHCBailKu ce, BCHIIHOCT NOTPEOUTEIST
MOTBBPIKIABa, Y€ W3IOJI3BA IMOIICHCKATAa KYTHsS, C KOSTO BEJHAra BJHM3a B CIIaM JIMCTHTE.
Bwmecto na ce otncBare, 6J0KMpaiiTe OJy4yaBaHETO Ha MUCMa OT TO3U aJpec.

15. He orBapsiite nucma, kouto ca pumuHr ataku. Haii-noOpusT HauMH Aa ce 3alUTUTE OT
(GUIIMHT aTaky € KaTO HUKOTa He OTBapsATe (PUIIMHT MHCMa, HO YECTO € TPYAHO JIa Ce pa3lo3Hae
KO€ MUCMO € puimHr ataka. MoxeTe Jja T pa3lo3HaeTe 1mo:

° Oo6pwmenuero e "Dear Customer" uwium "Dear User", a He Bamiero nme.

° B nucmoro nutie, ue akayHTHT Bu mie Ob/1e mpekpaTeH B CIy4aid, 4e He TIOTBBPANTE
JTaHHUTE cu He3abaBHO. /Hackopo criambpuTe M3mona3Baxa mono0eH moxsart, korato Ckain ce
cpuna 3a 1 neH. Pasmpocrpanuxa cboOIICHHS, Y€ CKAWIM 1€ YMCTH HEAKTUBHU aKayHTH U CE
MCKaIlle J1a CE pa3NpaTy ChoOIIeHne Ha TToHe 15 moTpeduTes, 3a J1a ce JoKa)Xe aKTUBHOCT./

° VmMeinsT uiBa OT akayHT, IPUJIMYAILl, HO HE €THAKBB C TO3U, KOWTO H3IMOI3Ba
u3BecTHA GUpMa, OpraHu3amnus U Jp. AKO HE CTe CUTYPHHU Jalld MUCMOTO € (PUIIMHT WM He,
Hai-mo0pe e 1a He OTBapsTe JIMHKOBE, KOUTO ca MyOJIMKyBaHHU B HETO, a 1a HaIllMIIeTe Ha PbKa
aJpeca Ha caiTa, KOMTO BH € HEOOXOIUM.

° AKO CTe MOJTy4YHJIM TaKoBa MHUCMO, 3a IPEANoYrTaHe € Ja OJIoKuparte agpeca, OT KOWTO
e m3npateno. Korato ro 6mokupate, Bue naBate yka3aHus Ha MOLICHCKHUAT KJIUEHT, Y€ TOBA €
cram U He TpsiOBa z1a ce npuema. [loBeueto norpedutenu odaue NpocTo U3TPUBAT cllama U TOU
MPOABIDKABA J1a U/IBA B KYyTHATA.

Hacrosiuure npasujia ca pa3padoTenu ¢ orjien GopMupane HA NOJMTHKA B YYHJIMINATA,
KOMTO Ja OpraHH3HMpaT H3M0J3BAHETO HAa 00pPAa30BATeJaHHs IOTEHIHAT KAKTO Ha
KOMIIOTHPHATA MPesKa Ha 00pa30BaTeIHATA HHCTHTYLHSI, TAKA M HA IJ100aJHaTa MpesKa,
B CbYeTaHHe ChC CHCTEMAa OT MEPKH 32 CHTYPHOCT M (€30IacHOCT HA Yy4YeHHIHTe.
Ipuiarasero WM Ha NPAKTHKA [eJM NOBHIIABAHETO HA HHQOPMHMPAHOCTTA M
JAMTATAJIHATA TPAMOTHOCT HA OGLIHOCTTA OT JAela, POAMTE]IH, YYHTEIH, THPEKTOPH H
cayKuTean.

3 TIpaBunara ca ChINIACYBaHHU U Pa3pabOTEHHU M C YUACTUETO HA EKCIIEPTH OT OTAEN ,,KuGepnpecThbIHOCT KbM
I'maBHa mupexms ,,bopba ¢ opranmsupanara npecTsnHOCT” U ¢ LleHTHpa 3a 6e30maceH HHTEpPHET.




